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Abstract— This paper addresses the user’s privacy problem 

in the DRM system. Focusing on achieving optimal security for 

content provider, DRM system often neglect user’s privacy. We 

propose solutions to this problem in a new perspective: 

providing balance protection on privacy and security. 

Preserving user’s privacy is approached by minimizing user’s 

data acquisition. The implementation of this privacy protection 

has to be controlled so that the security of the content provider 

is preserved. All solutions presented in this paper are based on 

the blind decryption scheme. To demonstrate the advantages of 

a blind decryption based solution, we also compared it to an 

anonymous cash scheme.   
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I. INTRODUCTION  

Digital Rights Management (DRM) provides 
technological approaches for controlling the use and 
distribution of content so that the copyright of a work can 
always be protected. In achieving optimal content provider’s 
security protection, however, DRM system often neglect 
user’s privacy. A standard DRM system for content 
distribution usually contains four components: content 
provider, supplier, clearing-house and user [1]. In this system, 
content provider delivers encrypted item to the supplier and 
associated usage rules to the clearing-house. This mechanism 
provides an optimum security for content provider. In order to 
be able to decrypt the item obtained from the distributor, the 
user must apply for a license to the clearing-house. However, 
acquiring license from the clearing-house can cause a privacy 
problem as information presented by user to the clearing-
house is not warranted to be confidential, thus threaten the 
user’s privacy. 

A recent proposed mechanism for preserving security and 
privacy in a digital rights management (DRM) system content 
distribution was called PrivDRM [2]. Their mechanism 
enables a buyer purchases digital item and its license without 
submitting complete personal data and without involving any 
third parties.  Presentation of PrivDRM, however, did not 
mention how security of content provider would be protected.  
Another researchers proposed a framework for preserving 
security and privacy in content distribution systems using 
Peer-to-Peer (P2P) networks [3]. This framework provides an 
efficient distribution for big number of content while 
preserving security and privacy for content provider and 
consumer, respectively. The framework was claimed to be 

able to solve the problems of piracy tracing and buyer’s 
anonymity. But, how any violation that can harm content 
provider’s security can be avoided, did not presented in the 
proposal.  

This paper addresses the user’s privacy problem in a new 
perspective: providing a good protection for user’s privacy 
while also preserving security for content provider. Privacy 
protection is approached by reducing personal data gaining. In 
this approach, information presented by user would not be 
associated to the item which the user purchase. This approach 
is implemented in a controlled manner so that any malevolent 
action that threaten content provider's security can be avoided. 
Investigation on minimizing personal data acquisition is based 
on two methods: Anonymous Cash and Blind Decryption. 
Both methods do not associate user’s identity with the identity 
of the purchased content at different manners. In the first 
method, while the purchased item is disclosed to content 
provider, user’s identity is hidden. In the second method, the 
opposite is true: user’s identity is open to content provider and 
the information of the content is secret. We compare them to 
find out which method providing better solution for user’s 
privacy problem in DRM system. Anonymous Cash and Blind 
Decryption are developed based on the Blind Signature 
protocol [4].  

Blind Signature is a protocol that allows one person to get 
the signature of the other party while the signer does not know 
what is being signed [4]. This protocol can be explained as 
follows. Suppose someone, say Bob, requests a signer for 
signing his document, x.  If suitable functions exist, the 
signing protocol is below. 

• Bob applies encryption function �� to x, and delivers 
��(�) to the signer;  

• The signer validates Bob, applies signature S' to 
��(�), and returns �′(��(�)) to Bob. 

• Bob applies decryption function ��  to �′(��(�))  to 

get S'(x), and checks whether �	�
(�)� = �. 

S'(x) is the signer’s signature for Bob’s document, x. 

A scheme that might be used to protect privacy is 
anonymous cash [5]. Anonymous cash enables user for 
purchasing an item in which content provider can identify the 
item but cannot identify the user. Implementation of this 
scheme involves two protocols; each for purchasing tokens 
and using the token for requesting content. User purchases 
tokens non-anonymously so that token seller can debit the 
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user’s account. Initially, the user selects x randomly, computes 
its hash ℎ(�), and encrypts ℎ(�) with encryption function ��. 
The user then delivers the signed ��(ℎ(�)) to the token seller. 
The seller validates the user’s signature, signs ��(ℎ(�)) using 
secret key, S', and charges the user for payment. Finally, the 
user decrypts �′(��(ℎ(�))) with his decryption function �� 
to obtain �′(ℎ(�)). This signed token is then used by the user 
to purchase content anonymously. At purchasing content, the 

user presents the pair  (�
	ℎ(�)�, �) and the content metadata 

to a trader. The trader verifies if � ��
	ℎ(�)�� = ℎ(�), and 

then delivers �′(ℎ(�)) and x to the token seller. The token 
seller verifies the signature, pays the trader, and stores x as a 
token that has been spent.  

A problem that may occur in the Anonymous Cash scheme 
is double spending. In this scheme, the key used for signing 
the tokens is assumed to be absolutely confidential, so that no 
one else can duplicate an authorized token. However, rogue 
users may use a valid token for more than one transaction. 
Unfortunately, when a double spending occurs, the user who 
attempt to do it could be instantly identified only if the trader 
is online and the token seller examines the token at the same 
time. Furthermore, implementation of the Anonymous Cash 
scheme is less efficient and costly [6]. This because the 
scheme needs two conversation: each for obtaining tokens and 
purchasing content. The scheme also necessitates at least three 
private-key computations: each for token seller signing token, 
establishing the encrypted content request channel, and setting 
up the encrypted purchasing token conversation. Finally, in 
this scheme, content provider is required to have a big storage 
capacity of all content keys.  To overcome the weakness of 
this anonymous cash-based privacy protection scheme, we 
propose a blind decryption-based privacy protection scheme. 

Subsequent sections are outlined as follows. Section II 
provides several preserving privacy protocols based on the 
blind decryption scheme. Section III discusses solutions to 
overcome problems that arise in the implementation of the 
blind decryption scheme. Section IV provides additional 
considerations regarding buyer authorization. Lastly, section 
V closes the entire presentation of the paper with a conclusion. 

II. METHODOLOGY 

This section presents some blind decryption-based 
protocols for preserving user’s privacy in the DRM system.  
Compared to the anonymous cash scheme, blind decryption 
provides more efficient and cheaper implementations. This 
scheme needs only one protocol for requesting content key. 
Blind Decryption enables user to ask content provider to 
decrypt an encrypted content key while the provider cannot 
figure out which key is being decrypted [7]. To request blind 
decryption, user utilizes a specific function to make the 
encrypted content key meaningless to the content provider 
prior to decryption. After decryption, user applies the related 
inverse function to make the content key clear to him. By this 
property, blind decryption provides efficient user's privacy 
protection in online marketing [8]. In this scheme, user’s 
identity is still presented to enable content provider to charge 
the user for payment. However, information about the 
purchased content is hidden from the content provider so that 
the user's identity will not be associated to the purchased 
content. 

Blind Decryption can be executed both with and without 
the public key. Two public-key cyptosystems that can be used 

to support blind decryption-based protocol are RSA and 
Diffie-Helman ciphers. 

A. Preserving Privacy Protocol with an RSA Key 

Preserving privacy protocol with an RSA key [9] is similar 
to RSA blind signatures scheme. Suppose (e,n) and (d,p,q) are 
the public (encryption) and secret (decryption) keys, 
respectively. The content key, m, is encrypted to be ��. All 
computations are undertaken in modulo n. For obtaining m, a 
user runs the following protocol. 

• The user selects a random number r, calculates ���� , 
and then delivers the result to content provider.  

• The provider calculates (����)� , and returns the 
result, ��, to the user. 

• The user divides �� by � to get �. 

B. Preserving Privacy Protocol with a Diffie-Helman Key 

Preserving privacy protocol with a Diffie-Hellman key 
[10] can be presented as follows. Suppose ����� � and � are 
the public and private keys. The content key of an item is � =
��� , for a particular � . Metadata of the item which is 
encrypted with key ���   includes ��. To gain the key ��� , a 
user executes the following protocol.  

• The user opts a number � and finds ��� ���  , where 
 = | < � > |. 

• The user calculates ��$ and delivers it to the content 
provider. 

• The provider calculates ���$  and returns it to the user. 

• The user calculates  (���$)�$ to get  ��� . 

C. Perseving Privacy Protocol Without Public Keys 

In the protocol without public keys, content provider 
utilizes two secret numbers, �  and ��� , which are 
exponentially inverses in modulo � , for encrypting and 
decrypting content key, respectively. Initially, the content key, 
� , is encrypted and �� is publicly available. To get the 
content key, user proceeds the following protocol. 

• The user selects random �, and computes ���. 

• The user calculates ��� and requests content provider 
for decryption. 

• The provider implements ���  and sends ��  to the 
user. 

• The user applies ��� to get �. 

D. Acquiring Blind Decryption 

Blind decryption only needs one non-anonymous protocol 
for purchasing content key. The conversation does not have to 
be encrypted, but is required to be signed by the user. 
Acquiring blind decryption can be illustrated as follows. 
Suppose the content key � is encrypted with the key % and 
the encrypted key is publicly available. A user who requests 
for �  will blind the encrypted key with his function &and 
requests content provider for decrypting the blinded encrypted 
key. The request has to be signed by the user, so that content 
provider can verify the user and charge the user’s account. To 
prevent double charge for the same decryption, the user adds 
a time-stamp in the signed request:  

["User-name",time-stamp, &(�'(�))]. 
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After validating the user’s signature, the provider charges 
the user’s account, decrypts &(�'(�)), and sends &(�) to 
the user. Finally, the user decrypts &(�) to obtain �. 

III. RESULTS AND DISCUSSION 

All of the previously presented protocols provide a 
mechanism for getting items. However, in every transaction 
there must be a payment. Content providers must be able to 
charge users to pay according to the price of the item, which 
in real practice generally varies. 

In the context of varying price, the anonymous cash 
scheme may be superior to the blind decryption scheme. 
Varying price gives no problem for the anonymouse cash 
protocol. Content providers can ask users to provide tokens 
according to the price of the purchased item without disturbing 
the user's privacy because of the anonymity in purchasing 
content. Even though the purchase of tokens is non-
anonymous, the user's identity will not be associated with the 
item to be purchased. a large number of tokens is not always 
used to buy expensive items; users can use it to buy cheap 
items in large quantities. Thus, price variations will not affect 
the security and privacy in the anonymous cash scenario. 

In the blind decryption scheme, item’s price is the only 
clue for content provider to identify the key used decrypting  
an encrypted content key. Pricing causes no problem when all 
items have the same price. All blind decryption requests 
would be charged with the same price. However, if the price 
of the items varies, the user must notify the content provider 
about the item’s price in order for content provider can select 
the key utilized for decrypting the content key. As a result, the 
identity of the item can be known based on its price.  

To solve the varying price problem in the blind decryption 
scheme, we proposed two solutions: one decryption per unit 
cost and decryption with different valued keys. 

A. One Decryption Per Unit Cost 

One decryption per unit cost is the trivial solution for the 
varying prices and privacy problem. For an item worth ( 
units, its content key, �, is divided into ( pieces of  �), where 
1 ≤ , ≤ (, such that � = �� ⊕ �. ⊕ … ⊕ �0. Each piece 
is valued of 1 unit and is scrambled with key % to be �'(�)), 
for 1 ≤ , ≤ (. 

Prior to blind decryption requests for �, user disguises 
encrypted key using function & , and then asks the content 
provider to execute ( decryption, each for &(�'(�))), where 
1 ≤ , ≤ ( . The user will be charged for 1 unit for each 
decryption. Finally, the user decrypts each &(�)) with &�� to 
obtain �), and combines all shares to get �. 

Adding up all decryption requests allows content 
providers to know the price of an item. To prevent this reveal, 
the user can submit a blind decryption request at different 
times for different items [6]. This tactic will obscure the 
number of decrypted shares; or reduce the likelihood of the 
price of the item being recognizable.  

B. Decryption with Different Valued Keys 

Requesting ( decryptions for purchasing an item worth ( 
units creates a burden of ( − 1 additional computations. This 
burden can be helped by applying diverse keys for diverse 
category of units [6]. Content key can be shared in a certain 
method to achieve decryption efficiency. Suppose there are 
three keys: %�, %., and %2, each with a value of 1, 10 and 100, 

respectively. For an item worth 123 units, for example, its 
content key could be divided into six shares and the metadata 
can be listed as follows.   

(3(,4 = 100, �'6(��)) 

(3(,4 = 10, �'7(�.)) 

(3(,4 = 10, �'7(�2)) 

(3(,4 = 1, �'8(�9)) 

(3(,4 = 1, �'8(�:)) 

(3(,4 = 1, �'8(�;)) 

In this circumstance, content provider should have a single 
key for a specific denomination, so that all content keys in one 
denomination can be scrambled with the same key. To get the 
content key, user sends content provider six signed blind 
decryptions requests: 

["User-name",time-stamp,& ��'6(��)� , 3(,4 = 100] 
["User-name",time-stamp,& ��'6(��)� , 3(,4 = 10] 
 ["User-name",time-stamp,& ��'6(��)� , 3(,4 = 10] 
["User-name",time-stamp,& ��'6(��)� , 3(,4 = 1] 
 ["User-name",time-stamp,& ��'6(��)� , 3(,4 = 1]  
["User-name",time-stamp,& ��'6(��)� , 3(,4 = 1]  

The user has to submit the decryption requests over 
different times to make the item’s price remains unrevealed.  

To preserve privacy, content provider can split �  in 
various ways. For an item worth 34 units, for instance, the key 
�  may be split into ��, �., … , �29 each of which is worth 1 
unit; �   may also be split into ��, �., … , �= , where 
��, �., �2 are each worth 10 units and �9, �:, �;, �= are 
each worth 1 unit. With these alternatives, user can choose in 
which way the provider decrypts � . The more decryption 
options, the better user’s privacy protection. 

C. Varying Price Versus Privacy Problem 

Though requesting the decryptions over different times 
can minimize the possibility of disclosing content 
information, this strategy is time expending. Moreover, 
separate decryption needs additional operations for content 
provider. In the provider’s perspective, the scheme with the 
least decryption is the best choice scheme. How could it be 
that a user can apply for a decryption once while the 
information about the item is not exposed? 

One time decryption for all unit is applicable when content 
provider utilizes a single key for all encryption-decryption 
process. However, in this condition, varying prices creates a 
debiting issue. Suppose content provider utilizes RSA cipher 
with the pair of public and private keys, (>, �). For a content 
valued 4  units, its content's key �  is divided into 4  pieces, 
��, �., … , �?  so that � = ��. �. … �? . Every pieces is 
valued 1 unit and is encrypted disjointely. To get �, instead 
of asking for decryption for each piece, user multiplies all 
encrypted pieces and computes A = �� . (��

� . �.
� … �?

�) for a 
random number � . For any value of 4 , A  can always be 
decrypted using �, and the user can successfully obtain �. 
However, without information on 4, content provider is unable 
to figure out how much the user has to pay. 

Similar issue can also be happen in a symmetric scheme. 
Suppose %  is the key used by content provider to encrypt 
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content key. The content key � can be divided into 4 pieces:  
��, �., … , �?  such that � = �� ⊕ �. ⊕ … ⊕  �? . Every 
piece is then encrypted disjointely. For obtaining � , user 
calculates A = � ⊕ (�'(��) ⊕ �'(�.) ⊕ … ⊕ �'(�?)) , 
where �  is a random binary number, and requests for 
decrypting A. The content provider then decrypts A with �' . 
The user will successfully obtain � by calculating � = � ⊕
�'(A). In this case, 4  has to be odd. Otherwise, �  will be 

disclosed when user calculates ⨁)C�
? �'(�)). Again, in this 

situation, content provider is unable to determine how much 
amount must be charged to the user. 

Based on the analysis of some of the cases mentioned 
previously, in order for blind encryption can be requested once 
without being affected by pricing and privacy problem, we 
recommend that the following conditions should be met.  

• For all items having the same price, their content keys 
must be encrypted with the same key; knowing price 
enables content provider to specify the key which must 
be used for decrypting the content key.  

• A set of items with the same price should contain many 
elements so the content provider can figure out which 
set an item belongs to, but cannot identify which item 
it is. 

•  The price of an item should not straightaway reflect 
the class of the item. For instance, G-rated item may be 
cheaper that X-rated one. Content providers can pack 
multiple g-rated items in a package that costs the same 
as an X-rated item. Thus, users who apply for high-
priced decryption do not necessarily buy X-rated 
items. 

IV. ADDITIONAL CONSIDERATION 

Buyer authorization is another aspect to consider in a 
business deal. For instance, an item may only be allowed to be 
purchased by buyers from a particular organization, or citizens 
of certain countries, and so on. Therefore, content providers 
need to confirm whether a buyer meets the requirements to 
purchase a particular item. To be able to purchase restricted 
items, the user must first obtain the appropriate authorization 
certificate ( DE ). An authorization certificate is a triple 
(DFG, DHIJ , DKLM)  which indicates registration number, 
authorization attribute, and certificate usage limit, 
respectively. Of course, requesting a certificate have to be non 
anonymously. 

After information of a user is validated, content provider 
will issue two copies of a signed authorization certificate 
(�,�('(DE)). The first copy is saved by the content provider 
and will be updated every time the certificate is used. The 
second is delivered to the user. Every time the user uses the 
certificate, it will be matched to one stored by the content 
provider. If DKLM refers to the number of purchases, DKLM will 
be reduced by 1 in every transaction. In the following two sub 
sections, we provide the implementation of authorization 
certificates both for Blind Decryption and Anonymous Cash 
schemes, and compare them. 

Buyer authorization may not work in the anonymous cash 
scheme as user purchasing content anonymously. Although 
user may submit tokens together with an appropriate 
authorization certificate, but it is hard to verify that the user is 
the valid certificate holder. An approach to avoid certificate 
sharing is by integrating anonymous cash in the blind 

decryption scenario. For example, content key � is divided 
into two pieces �N and ��, where one of these pieces, say 
�� , corresponds to an authorization attribute. Users may 
utilize anonymous cash to purchase �N  and request blind 
decryption to obtain ��  and �. . This scenario works as 
decryption on encrypted pieces can be requested disjointely. 

An authorization certificate for Blind Decryption has a 
particular form. The DFG  section is a combination of the 
registration number and the user account. When the certificate 
is presented for purchasing item, the corresponding account 
will be debited This mechanism prevents users to share their 
certificate to unauthorized persons. 

We provide an illustration to clarify the implementation of 
authorization certificates in the Blind Decryption scheme,. 
Suppose buyers of an item valued of 111 units are required  to 
be an IEEE student member. The item's key, � , could be 
divided into 3 pieces �N, ��, �. , such that � = �N ⊕
�� ⊕ �. . The pieces �N , ��  and �.  are then encrypted 
with keys %N which is worth 100 units, %�worth 10 units, and  
%.worth 1 unit, respectively. The item’s meta data contains 
three encrypted pieces and two authorization attributes: 

	3(,4 = 111, �'O(�N), �'8(��), �'7(�.), "stu", "T���"�  
If a user has DU8  and DU7  with “student” and “IEEE 

member” attributes, respectively, then the user is permitted to 
buy such item. The user can submit three signed decryption 
requests below separately.  

["User",time-stamp,&(�'O(�N), unit=111] 

["User",time-stamp,&(�'8(��), �,�('(DE�)] 

["User",time-stamp,&(�'7(�.), �,�('(DE.)] 

If items' pricing follows our recommendations described 
in sub section III-C and there are many items for each 
requirement, content provider will not know the identity of the 
purchased item. Thus, the system protects user privacy 
perfectly. On the other hand, this mechanism also prevents 
user for sharing the certificate to others; this will deter 
unauthorized buyers and thus, preserve content provider’s 
security. 

V. CONCLUSION 

Schemes for preserving user’s privacy enable user to 

purchase item in which user’s ID would not be associated with 

the purchased item. Anonymous cash scheme may perfectly 

protect user’s privacy as user can buy item anonymously. 

However, there is a double spending issue in this scheme that 

potentially compromises the security of the content provider. 

Furthermore, implementation of this scheme is less efficient 

and costly.  

Blind decryption has more efficient and cheaper 

implementations. Although varying prices can cause privacy 

issue in this scheme, we provided a guideline to overcome the 

problem. Furthermore, when buyer authorization is required, 

this scheme provides compatible protocols that perfectly 

prevent unauthorized buyers.  

In general, the Blind Decryption scheme is superior to the 

Anonymous Cash scheme in terms of efficiency, cost and 

implementation of the buyer's authorization. Only in one 

aspect, namely price variations, the Blind Decryption scheme 

is weaker than the Anonymous Cash scheme. Nevertheless, 
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we have provided a solution to solve the problem of this 

aspect on the Blind Decryption scheme. 
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